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BEFRINZ 5, X5 Al E A 2 4l bt S A 4 .
TR SR n & 7%
TEAL S AR Data il i AR B Leng th (27T) , MBI ID = (Length| [Data) . N
B SK ey 14 IR 28 bt 5 AR B PP OV ) S I N 28 SRE I DEEAT N . D
EData = Egkey (D)
TR BEE TR 7 v
TEACS AR R b, U AN R ARSI S FR 2 il s P 815, HAWIIR{ESeq04% LA ik
A
Hy 2% i BEALEL RTS8 FiRandom], BUALFR AL ET8ANF T Random2, MISeq0 = Randoml | | Random2.
R IEBIER RSB, ICRFEFIS N1, BiSeq = Seqiy + 1. VERE XU B HE KA T
H15 BRI .
T A B FH S 1) e B4 4 Y R I ROMACHEAT (R4, MACHZ LA R J5 ¥4 il
DataMAC = MAC( MKey, Seq; || EData) (MKeyHU L FT 16/N71)
H R EData s Fr &5 in 2 B AR, Seqp@ T IICRIT A5 . MACHI 5 715 LI %B. 1. £
BUCEHLENREE S, RIS TEMACH IERAYE, W ER AT AR R B, REERE S, IR
Y HTRERE .

9 KinXHmiE

AR B SR AR TCR ELIR I 28 3 BRATLAZ 5 YURE » A2 AE ELIDR IO 24 i 15 A0 PR 0o AT R LA IR 2 57 22 4
Ja s FTEATHIAE B A PR o

9.1 HIEXH

& 5 R0 O ST R A IRIE fE, AR HE DAL B BRI R 1AE B dn A AT o T AbHE, AR EETE
W JE GRS /e B AR AR . 285 A IR A

X TR oy 2 B E S A W ILE R AT EIR, PR REER AT AR K &40
9.2 EENA

FFEIR/T 0025. 6/ IHESE -
9.3 AR AERRAEE

FFEIR/T 0025. 6[IFESE -
9.4 BRHEIEIAE

[CR B iy, ANSCRFIRNLAS 5y, 280 0] AN SCREA LA DAIE -
9.5 ACIRFRFI

FFEIR/T 0025. 6[IFESE -
9.6 FFRARIE

[CR B o AT RN AE i AE iy, S AT RN LP INGSAIE o ZRUm B R R A 5 &,  HAe s
® NAE A3 4 APIN,

11
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9.7 ZKinXGETE

Aty T 24 i AR 5 FIL P AL BN AR IRRZ 5 BRI AL, A AR R JR/T 0025, 6FIHILE -
9.8 LKiRITAZH

FFErTR/T 0025. 6HIHIE -
9.9 RR1TARH

FEErTR/T 0025. 6HIHIE -
9.10 EX#LAbIE

FFErTR/T 0025. 6HIHIE -
9.11 RHER

BRFFETR/T 0025. 6FIMIESS, 1R S5 TR, im s LA & IR FF R A 5 45
9.12 ZFITHIALIE

ST RFATHNRINMZL Sy, W AR SR SRS T A, D) 2o B AR AT B A i 2
HRIZEAHTICEPAT,

ST AEAE S, #ICRPAT A NGRS, WIAS &AL IE .

10 Rimiz Ot

10.1  USB O
UK FHUSBHE 1, A FHCCIDIN . AL A ik B 2235 i iy 248 20 L 3.
=3 FHNMEAEILRENHSER

15 Bk FRiR FRKE P

Type 1 CCID $54
Length 4 Abdata K E

N— Slot 1 RS
Bseq 1 g
bBwi 1 PRAEA I 1)
Level Param 2 EPE R TR

4 Abdata RE LS 2 v B

R IC R BB L E A 22541

6F 05000000 00 F1 00 0000 0084000008

' | | | ' ' '

Type Length Slot Bseq bBwi Level Abdata
10.2  EHAbzOMHYL

At 3 B BUASER 73 RO A BARE e

12
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M F A
(FSEMEMIR)
KimmmSEE

23t Ay A APDUKE RN R APDUAR S04 6 JR/T 0025, 3IHLE

A R AFEW I T Hm SSRGS,

—— L a5 TR Aty RS a4 2800 (CLA) 24 TE B, 7F 128 APDU #r 4. H A,
TE R SCAE AR s TF Ron S R EYE, FHERE S BEEME) HHA MAC %,
IR 2 A IEIE X R A . Aot S AREDIRERI 7 R TR, RN E R4, &
EMIERME THEME . REITRE LA RE G L. Kt Had e AR LR

A 1,
—— il a8 FRBRAI I 12 om L FH A4 LAAMR e APDU 2o
Wl FEEHA: L THRNLmSEEL . BH At n S8 LG L.
H2: RAWMERMS: ELTAY 'ﬁwiEPAuznﬂ@iﬁéuﬁnﬂ%&%ﬁ%%yé s
H3: G WA B G E L/ PEC RN AR 58 5 KRR LAL 4522 ) K 4o
W4 KEATREGA: BHRRITE A,
5 ARVEIRE A4 HAMVEIRE M.
RA1 BRinERAGLSENX
CLA i &2 INS 4544014 ik
TE/TF 10-1F B
TE/TF 20-2F AR AT S
TE/TF 40-4F B R
TE/TF 50-6F RARATIRE
TE/TF HAth AHTE AR

R P K T i & SR AR R AR IR U, BRI R/ T 002552 Lo AEE & X

12 um % a2 WERA. 2.
F=A2 HRimERGSE
s Wik QD
o 2w CLA NS Dinettik ,
/Tl (0)
P Hm&mEdE. 5 1CKK5. B4R
s | READ TERMINAL INFO 7E 10 \ . M
= AE, BHEREEEL
H
s | MANAGE BUZZER 7B 11 FH T g 28 IR A 0
0~
B | MANAGE LED 78 12 F T4 LED frRTS . 0
A
* | CONFIG DISPLAY FORMAT 7E 13 FF 36 E R R E3RoRE B ERER. 0
ADD CERTIFICATE 7B 20 FH T 1) 2 22 36 1 M
JB | UPDATE CERTIFICATE 7E 21 FH T 58 S 2t b A AR AE BAE T M

13
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| DELETE CERTIFICATE 7E 22 FF R CHHIBRD ZumHH AOIE TS .
%
4 | READ CERTIFICATE 7E 23 FH TSR B ity R RE T
4 FHT-i32HY READ CERTIFICATE 743 [ fi v )&
GET CERT RESPONSE 7E 24 -
B
FH T 3REEE 5T %2 438 18 BT 6 20 1) 2 ity A A
GET CLIENT HELLO 7E 25 : " -
R R v BE LA
HASH SERVER CERTIFICATE 7E 26 FH T X RS E TS BT A s R E .
VERIFY SERVER CERTIFICATE 7E 27 T IAERIEIE B &k
FH 15 P 2 vty A BH 0T 4 N 2503 3 4T 45 42
CLIENT SIGN 7E 28
1.
EXPORT MASTERKEY 7B 29 TS R G H L= R
T A & um HMAC, IR UFACEE Ly HMAC BL
HMAC 7E 27 o
Je o B FE 25 4
TRANSMIT ENCRYPTED COMMAND | 7F 2B FH AL 0% 5 #) APDU 154>
CLOSE SECURE CHANNEL 78 2C TR 2 AliE .
CREDIT FOR LOAD 78 40 FHF szl &fb 1C REBFRE 5 ML B .
DEBIT FOR PURCHASE 7E 41 FHTSEBLE R 1C R 238 5 B LA 2
ﬁ
5 | GET ELECTRONIC CASH BALANCE | 7E 42 FFSLBl&R 1IC FRTHERTEN.
% | GET PRIMARY BALANCE 78 43 FHFseBl 4t 1C R K REHLEH .
il " ——
) FH T F2 B i N PR B30 o 52 51 3% 3R B HE o %
4 | GET PBOC TAG VALUE 7E 45 N
BEaS
F T 3REG IEAS BB A AT 45 LB JE
GET REVERSE INFO 7E 46 o
A2 EEHS

A.2.1 READ TERMINAL INFO#34
A.2.1.1 EXFIER
READ TERMINAL INFO x4 H T 3REX & A=) mifE S, AFEEMRA S . &R 5% .
A.2.1.2 @SR
READ TERMINAL INFOfir &l 34 IR A3,
FA.3  READ TERMINAL INFO #44R3C

ez (=l

CLA 7E

INS 10

P1 00

P2 00: BEHRZANn i #oRA/01: BRI i &5 2
Le NEAE

Data NIELE

14
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Le

DL

A.2.1.3 aPIRCEIRE

i SO HRIIAAF A -

A.2.1.4  WRZIRSCHEIRE
P2=0x00:

ESZIEIN: &2 S TS A I |

THREFEE, Le=0x01, RETbitfirE LIEA. 4
FEA. 4

L RSFTHEX

B7 B6 B5 B4

B3 B2

Bl

BO HE

1 T B i 2 ahs

0 RV B v A

L CAMRIET

K235 CA MRAE

IR

O 223 PIN JngsirE

Fe22%s PIN In#iE

2R A e

R AR

ZamiRas: b

SOIRAS: 5 RYE

Hopth e PR

fRE

P2=0x01:

TR A sl . [ RO 5 el 1IC R R 5%,

e R SR TLV A% S, mi B 2 IR AL

$<A.5 READ TERMINAL INFO jEERZRim{= 20 R R HEie
it BH KE (7T HIE
L B AR 1 FRZAE: 01
LB 1
ZSTEEn 23
2 vy [ 1 W A 5 B AR 2 1 PR2EAE: 02
24 vy [ 1 iR A 5 A A 1
2 ity [ AR A 1-16
YN BN E Y v 1 FRBAE: 03
NARASEIRKE 1
NS 2 00-99
10 F5 Bl b ! P 04
IC R RS EHEKE 1
IC FF%5 14-19
MIEARIRAL B bR 2 1 FRZAE: 05
MIEARRALBE K B 1
MIEFRRLL 1 0x30: LM IEEE, 0x31: HIERFR
2y 5 AR AR % 1 FRBAE: 06

15
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23R 5 Al K B 1

Yy 1-16

S R AT WL S D b 25 1 PrEfE: 07
I RAT LI P 1

3 R AT WL D 8

A.2.1.5 MR 3RITIRZSES
A 2 HAT I PRSI 2 <9000
A4 A BEIR 0] R a1 IS LB SRA. 5o
A.2.2 MANAGE BUZZER# 4
A.2.2.1 EXFIER

MANAGE BUZZER iy 4 F T H| g SE DR A, 1Za S A4 .

A.2.2.2 @SR

MANAGE BUZZER fir & 3C4mtd L3 A. 6.

%A .6  MANAGE BUZZER &4 3R3C

g 1

CLA TE

INS 11

P1 00

P2 00

Lc 01

Data NS 2R NS

Lo ARAEHE

A.2.2.3 @EIRHIEE
AR OSCEHE RS R AT,
A7  MANAGE BUZZER #iEigi4RFD

I “X

00 xR

01 BN —

02 FpaLigent

03 R 8 ) BNy
HoAh frE

A.2.2.4 TR 3RSCHRL
M) 45 SCEAR AT AE

A.2.2.5 MNgR3RITIRZSES
AT APAT I PRS2 <9000 .
A AT RS IR 4] ()45 1R 15 B LIS A. 5,
A.2.3 MANAGE LED#3%
A.2.3.1 EXFEE
MANAGE LED 4 F T & LED FRZAS
SETRAS o
A.2.3.2 @SR
MANAGE LEDfi & SC4afil L3R A.8.
A8

16
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A5 (i}
CLA 7E
INS 12
P1 00
P2 00
Le 01
Data LEDIRSFERE B
Le N1
A.2.3.3 @RI
i 2 R OSCHEAE IR GW Y W A9,
#A.9  MANAGE LED 3iEigi4mAg
18 GRS
00 LEDZ< 4]
01 LEDZE—K
02 LEDK 5=
03 LEDIA %k
oA i
A.2.3.4 Mo 3RICEHELE
M) S8 % SR AR ALE

A.2.3.5 Mo R 3RICIKZSHED

AT SPAT I PRS2 <9000 .

A Al BEIR [F] S RS B P 3% AL 5.
A.2.4 CONFIG DISPLAY FORMAT# 4>
A 241 EXFEE

CONFIG DISPLAY FORMAT FH T-#iil| &t bt o . Adw & Nnl ka4 .
A2.42 @SR

CONFIG DISPLAY FORMAT 44k SC 4w L3 A. 10.

KA. 10 CONFIG DISPLAY FORMAT #543R3C

(T B
CLA TE
INS 13
P1 BERERWTS
P2 ISR OE s Z A
Lc BaaEEKE
Data TRER
Le THAE

i 2 R SR I

A A RSCEE IR IR TR BE N R R 2
A.2.4.3 TR 3RICHEL
M S SCEAR AN A AE
A.2.4.4 N RITIRTSHS
A S PAT T PRS2 90007

ot

17
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A Al BRI Al RS S L% AL 5.
A.2.5 MULTIPLE INSTRUCTION#%
A.2.5.1 EXFEE

ZIRAE G S, A4 RAUTIES, H&mMIhEEE—PIT R 1ES, BEREHES
PAT T EFR S PATH R, TR T — 230 2 AT 45 SR B R i Rk (A
A.2.5.2 LSRRI

MULTIPLE INSTRUCTION fiy & #f S WL AL 11,

FA. 11 MULTIPLE INSTRUCTION #344R3C

T ft
CLA TE
INS 16
P1 00
P2 00
e Datals 7 K i
Data LIAWE
Le ‘00’

A.2.5.3 @&IRICHIESE
A IRSCHIRIRA S T 2 %L mPE IR HE R4, B4 7 G225 0x20) A
o TRAPATIERE S, HIRSPAT ARy, WL IEPAT 5 L3R 4 R Bl i 5 AT 1 2 146 2 7 51 5 A
DR
S 7TE160000 18 00A4040007A0000003330101 2C 0084000004 2C 0084000008
A.2.5.4 [ N 3RICEHEL
Wi S SCEAR 80 22 18 4 v i Ja — SRR A B SRR, 5 AT 2RO IR [B14E 2 17 51 5 F R 4 e i
DR
A.2.5.5 [N RITIRZSHS
A S PAT T RS E <9000 .
A A REIR (8] (AR S B LIS A 5.
A3 REBEGS
A.3.1 ADD CERTIFICATE#4
A3 1.1 EXFEE
ADD CERTIFICATE 54 F T v & 22 25 9k 1.
A.3.1.2 LRI

ADD CERTIFICATE #x2- 4R SC4ai% W3 A. 12.
Z%A.12 ADD CERTIFICATE 43R

R B
CLA 7E
INS 20
P1 F4bit NIEFZE), (R4bit AW AE
P2 A (fik8bit)
Le WEH K
Data IE e
Le AFAE

18




JR/T 0025.16—2013

P11 4045 B S IIER E 2800, Bk e LA, 13,
FRA. 13 IEBEFIFRRENX

B7 B6 B5 B4 Tt

0 0 0 1 — L CAMRIE TS
0 0 1 0 ZHCMBIET
0 1 0 0 PININEES
1 0 0 0 PR

A. 3.

A.3.

PUIRANT SP2 7 TR 1 2bi thRFEAE, mAETE FEI A0~ 4095715

1.3 @ SIRITEIRI

i A FRSCHAR I P AR IE T AR

SEBAS PR KNSR, E P EE TR AL, BRI AT 2 K ADD CERTIFICATE #r4.
1.4 o3RS EEE

M) . 4 S A AAFAE

A.3.1.5 MENIRICIRTSH

Uh A & AT BRI FPIR SRS A& ©90007
i AT REIR [] AR TR A5 B LT 3RA. 5o

A.3.2 UPDATE CERTIFICATE#4
A.3.2.1 EXFTEHE

UPDATE CERTIFICATE 4 F 5 um N & A IE 1.

A.3.2.2 wLIRI

UPDATE CERTIFICATE fiy &4k X 4mfih W3 A. 14,
ZA. 14 UPDATE CERTIFICATE #343RC

R 18
CLA 7E
INS 21
P1 E4bit HIEFI, K4bit N E
P2 W ({&8bit)
Le IER A K
Data IEH 5
Le NAFAE

P1E4bitfa BoE SUHIEF E 385, BAkE WHLFEA. 15,
A 15 EBEFFRRENX

B7 B6 B5 B4 it BH

0 0 0 1 — Y CMBIET
0 0 1 0 TCMBIEP
0 1 0 0 PINJNZE
1 0 0 0 TR

PU{ik4bi t SP2 7T B 27 i d% 7715, (g VSl ANO™ 4095577

A.3.2.3 @ SIRCHIESE

i 2 TR SCH A A B AR RIE i

SEIBE P R/NRE], UEEEE 2 et 7 2T 224K UPDATE CERTIFICATE 4o

A.3.2.4 MuNIRCEIEE

M 7 3 SO I ANATAE o

19
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A.3.2.5 Mo R 3RICIKZSHS

A SPAT D RSS2 <9000 .

A A AR IR A (45 TR 15 B LIS A. 5.
A.3.3 DELETE CERTIFICATE# 4
A.3.3.1 EXFEE

DELETE CERTIFICATE 4 T-MiFk 2 4 O AHIET .
A.3.3.2 @SR

DELETE CERTIFICATE iy 4R X 4mfid W3 A. 16.

#A. 16 DELETE CERTIFICATE #44R3C

(ME (=l
CLA TE
INS 22
P1 TEF RN CRA. 17D
P2 00
Lc Datadf &K &
Data A uiifE R
Le ANFFAE

P17 4bitfs BE U IERFE S0, BAkE WHLFEA. 17,
A 17 EBEIFRRENX

B7 B6 B5 B4 it B

0 0 0 1 —ZCMBIET
0 0 1 0 TYCARRIER
0 1 0 0 PINIIEF
1 0 0 0 TR

A.3.3.3 @RI
Zeait b RO T R A BT IR, ARG UESE R B W Z I HIAT B BR TR E AR 20
B, Zed AT R
#A. 18 DELETE CERTIFICATE f4##EiE

B KE (9 it
28R 23
[ 4 i A 5 1-16

A.3.3.4 N 3RICEHEL
Wi 7 A5 SCER AN AE
A.3.3.5 MR 3RICIKRZSHES
AT APAT I PRS2 <9000 .
A ARG IR A (R4S 1R 15 B L %A, 5.
A.3.4 READ CERTIFICATE#%
A.3.4.1 ENXFEE
READ CERTIFICATE 4 H T3z U 2 uii N A UE 1.
A.3.4.2 HEIRX
READ CERTIFICATE iy &) 3C4mhd L2 A. 19.

20
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Z<A. 19 READ CERTIFICATE #3413

A5 i

CLA 7E

INS 23

P1 00: BLHGEFS; 01: BLEF Mhashif

P2 IS HOL B

Le IAEAE

Data ANEAE

Le ARV

FRA.20 1EFISHEVEER
P2 FiT S EL A 2% #HVE
0x00 I
0x01 — 2% CA ARAEH
0x02 4% CAARAET
0x03 PIN i f
A.3.4.3 @&RHIEE
A WOCEAR A

A.3.4.4 N 3RICEARELE

i SR SCEAR AN ALE -
A 3.4.5 MNoR3RSTIRASHS

BT S PAT DI PRSI /2 “61FF, RUIFFZEH GET CERT RESPONSE 135 M M B A5 445 «

A A REIR [P A R B B L
A.3.5 GET CERT RESPONSE#r%

A.3.5.1 FEMXFEE

B A, 50

GET CERT RESPONSE iy 4 FH T-152HX READ CERTIFICATE i 43R [H] {10 )3 i 42

A.3.5.2 #LIRXC

GET CERT RESPONSE fir & (4% W2 A. 21.
5A. 21 GET CERT RESPONSE #y43R3C

(T B
CLA TE
INS 24
P1 00
P2 00
Le AAEAE
Data NAELE
Le AR S I IE O A
A.3.5.3 @ &IRICEHET
i ARSI AR

A.3.5.4 iR #R3CEHRE

AR BRI Bl IE T 8

A.3.5.5 MaNIRICIRZSHS

A SHAT IR 90007 ; RS2 61XX , FonaLLibe /XXM EHE T L H .

21
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A Al BRI Al RS S L SRA. 5.
A.3.6 GET CLIENT HELLO#%
A.3.6.1 EXFIEE
GET CLIENT HELLO FH T 3REX £ 0t SRR 0 SR AR iR RBE LAY .
A.3.6.2 LR
GET CLIENT HELLO iy & SCdmbs W3 A. 22,
#FA. 22 GET CLIENT HELLO #543R3C

A (=l
CLA TE
INS 25
P1 00
p2 00
Lc ANFTE
Data AL
Le 0x21
A.3.6.3 FSIRICEIR
i A HROSCEARIHAAFLE

A 3.6.4 MnNIRICEIE
M N 54 A 2 0x0 LA 15 I B AR IR FOX20 N 1T I BE M L2 . B4R LA, 23,
FRA. 23 BEEWMATEDENX

B7 B6 B5 B4 B3 B2 B1 B0 A7S
* * * * * * * 1 RSA
* * * * * * 1 * ECC
* * * 1 * * * * 3DES
* * 1 * * * * * SM4

A.3.6.5 N RITIRZSHS

A S PAT T PRS2 <9000 .

A A REIR [A] (AR R 15 B L %A, 5.
A.3.7 HASH SERVER CERTIFICATE#4
A3.7.1 EXFEE

HASHSERVERCERTIFICATEun<zFHﬂ:XT TEE 54T 78 B A, A 245 S A T VERTFY CERTIFICATE
A AT AR 25 R EE X
A.3.7.2 ®ESRX

HASH SERVER CERTIFICATE fiy &R & fid L322 A. 24.

FA. 24 HASH SERVER CERTIFICATE #44R3C

R il

CLA 7E

INS 26

P1 00

P2 00: SHA-1%3k; Hfth: ¥
Le W NBAE K
Data PN €/

Le AFEAE

22
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A.3.7.3 @&IRCEIFEL
AR RN 1 TR G+ T REUE B IR+ 5 EIE B a5 .
1 F bR B4 LK A. 25,
FA. 25 PREMNFTHEbit RIHENX

B7 o BOE 5 B A abs S A7
B6 oy BOE 15 B A& L br &AL
B5 AR T B OU 7 B AR AL
B4 AR T PRI A S 7 BOREAL
B3 e

B2 e

B1 e

BO TR

1 FREUE BmFe T B T e o AR I OU B E A 7B, R HAE /- a8 e
BEE TR, DUE ZamE A PO s S B .
A.3.7.4 [ N RICEHEL

M S SCEAR ASAEAE o
A.3.7.5 N RITIRZSHS

A S PAT D RS E <9000 .

A T HEIR [A] AR R B LB SRA. 5.
A.3.8 VERIFY SERVER CERTIFICATE#5 4
A.3.8.1 ENXFEHE

VERIFY SERVER CERTIFICATE ir4 F T XfEEE P& L TR %, ¥4 RS HASH SERVER
CERTIFICATE ()4 BB 7E £ P B EAT BExs, Bt — 50 B8 SR T uE Fhad it
A.3.8.2 ®@LIRX

VERIFY SERVER CERTIFICATE fir4 i SC4mts W3 A. 26.

$A. 26 VERIFY SERVER CERTIFICATE #44R3C

vz (el

CLA TE

INS 27

P1 00

P2 00: RSAGEVE; HAth: FREH
Le WAEECE
Data WAHE

Le AAEAE

A.3.8.3 #&RCBUREE
NS BRI ON: 1 PR BT E IR B BB
1 AR BT X LR A7,
RA 27 IEMNFTHEbit RSN

B7 B RGO EA
B6 AL IR EAL
B5 PR
B4 PR
B3 PR

23
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B2 (3
Bl (3
BO (3

T NIE B2 E R TLV gtdig s, W ERR “B4E” oy ik mie KR .
A.3.8.4 MRk HHEL

M S SCHAR ASAEAE o
A.3.8.5 MR 3RITIKSHD

A 2 HAT I PRSI 2 ©90007 .

A4 AT REIR A1 (A5 R A B L SRA. 5.
A.3.9 CLIENT SIGN#%
A.3.9.1 EXFIEE

CLIENT SIGN iy & fdf F Zeum A XS H8 e Hdl AT 2848, HF HaRFIZE 4 (E.
A.3.9.2 #®eIRx

CLIENT SIGN A& C4mhd W3 A. 28.

3<A.28 CLIENT SIGN #344R3C

(e {IE1
CLA 7E

INS 28

P1 00

P2 00

Le i N B
Data N
Le 00

A.3.9.3 @WEIRCEURESE
B VREE o AR EE WA 43 8. 3.1 4%
A.3.9.4 N 3RICEHEL
EE A
A.3.9.5 MR RITIKTS
L. ﬂ}%ﬁﬁkiﬁﬁ’ﬂk*ﬁfﬁ% 9000’ .
A AT REIR [F] A 1R 5 S LB SRA. 5,
A.3.10 EXPORT MASTERKEY#i4
A.3.10.1 EXFEHE
EXPORT MASTERKEY i 4> FH TSR H 2 v = AR () 3L 2 %580, A SRE IR B AT N .
A.3.10.2 #EIRX
EXPORT MASTERKEY iy &4 SC 4t ILEE A. 29.
FA. 29 EXPORT MASTERKEY #44R3C

ez =
CLA 7E
INS 29
P1 00
P2 00
Le NEAE
Data NEAE
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Le 00

A.3.10.3 @RI
WA SCEARAAAE .
A3m4 o) [+ 3L 130
RIEIER AN E R E R HAE UG R
A.3.10.5 MIRIRSTIRASHE
A SPAT D RSS2 <9000 .
A Al IR [B] (A4S RS B LI % AL 5.
A.3.11 HMAC#H %
A.3.11.1 EXFEE
HMAC 4 FH T
1) B P SO FE A e it 2 T 52 O™ A2 1) HMAC {8, R 25 b B 0y i3 AT 36 IE
2) FAPISOSFE AL FE 0 R T SE O™ AR I HMAC B, K 25 A om idEAT B E .
3) &yl HMAC BiE = AR 2 TR 24
DL 2S WA 4 8.2.1 26711 8.2.2 4 1H15E X s
A.3.11.2 @3R3
HMAC iy 2 S04t W3 A. 30,
FA. 30 HMAC e 4R

! A

CLA 7E

INS 2A

P1 00

P2 Bl LD

Le RYEP2HUE, I T TH 3 H

Data FRAEP2HUE, LT T i B

Le RYEP2HUME, I T TH L H

RA. 31 IEFISHEESR

P2 Lc Data Le i
0x00 AFFAE TAHAE 0x14 2R T 58 AU A2 1) HMAC B
0x01 0x14 AbEE rpLCy HMAC {8 0x00 23 6 UE AL P A R T 58 BT AE 1 HMAC B
0x02 AFFAE TAHAE 0x00 HMAC B892 N 3 7= A i 25 4

A.3.11.3 @ SRICEIER
P | S HUE AR A 31,
A.3.11.4  MRIIRICEHEL
P2=00 K, o] B4R SCECHE IR ¢ i v B HMAC B, Z8umith 3 HMAC (P30 7o LA 4> 8. 2. 1 %%
P2=01 11 P2=02 B}, o il B 4 SCE s 3o
A.3.11.5 MIRIRSTIRASH
LA ST C FPIRAS IS <9000 .
A2 AT BEIR 0] R 1S B L P SA. 5,
A.3.12 TRANSMIT ENCRYPTED COMMAND#:4
A.3.12.1 EXFEE
TRANSMIT ENCRYPTED COMMAND iy F - &b 3 o0 5 28 i 2 ] (1) 0 5% 4 i
A.3.12.2 @SR
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TRANSMIT ENCRYPTED COMMAND iy & 3#R 3 4 hd L3 A. 32,
Z%A. 32 TRANSMIT ENCRYPTED COMMAND #543R3C

R 8
CLA TF
INS 2B
P1 00
P2 00: LRIBETT; 01: RIBETT =
Lc i N K
Data PN E/
Le 00
P2 = 0x00 I, 2438 i) TH SR SCATC BRI T tix, Byl Bk SC Cik 2 e Bl i Jm — it

P2 = 0x01 B, “Z24xilIaE (17 SR SC LA 7 A%k, e gad A £ .
A.3.12.3 @SR

AbEE YRR SKey N 1 A 2 500 AT MKey 1151 MAC.
A.3.12.4 Mo RZ3RICE RN

T J 1) i 4 Wi S 548 AT MAC
A.3.12.5 MR IRITIRASRD

A 2 HAT I PRSI 2 ©90007 .

A T HEIR [A] AR R B LB SRA. 5.
HE:

D & Gyt 4 R el N # fy e mas Zomisc &, WA AEZEEERZ G, Kind RT3
5o

2) I A AR I A dr A, FERRERTAT, AT S5 SRR (Rl hS 5 E N IR [l 45 b B by,
HIR B A [ s LB SC A T QR AR IR 8] % S

fl: AR ‘LY (35) ok APDU #5411 Data 38, %304 1 665 P WA SCEER BT In 28 i #
P B SO SCHAR Y MAC PR 73, 3N 25 507 1 B SR WA 4y 8.2.2 2%

PR RIEAA ¢ TF 2B 00 00 10 [00 05 7E 2C 00 00 00])

iR ) HdE: [90 001 90 00 90 00
A.3.13 CLOSE SECURE CHANNEL#:4
A.3.13.1 EXFSEE

CLOSE SECURE CHANNEL fiy 4 F T P % Anilil, A5 e Al ia v i i 24
A.3.13.2 IR

CLOSE SECURE CHANNEL iy 4 SCgmtis W3 A. 33,

FA. 33 CLOSE SECURE CHANNEL #343R3C

A5 H
CLA 7E
INS 2C
P1 00
P2 00
Le TAE
Data NIEALE
Le 00

A.3.13.3 @& IRCEIEE
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AR AT
A.3.13.4 MIRIIRSTHHEI

M) SR SCEAR AN AEAE
A.3.13.5 MIRIRSTIRTSH

A AT I FPIRAS A2 €90007
A A AEIR Bl A RS B LB A, 5.

Ad TH5HS
A.4.1 CREDIT FOR LOAD%%

A 4.1.1 FEXFSEE

JR/T 0025.16—2013

CREDIT FOR LOAD & I T~ 3 Ff<fil IC RETBRNLIEIAAC 5, VPR il 1C REIK P g RIART

B, IF5ER 1C R T IS RBUE R R BFSHEL A
W LR, JFRRTER N AT A R &3

A4.1.2 WLIRX

CREDIT FOR LOAD 4 3 4mtd W3 A. 34,

%<A. 34 CREDIT FOR LOAD #p& R

oS, KR HEE

Rt 18
CLA 7E
INS 40
P1 00/01
P2 P1=00, P2=008: FFUH7E 5, BHERA. 3691 & SLIHHE
2P1=00, P2=01Kf: HERA. 375€ AR
HP1=01, P2=00RF: BEHLIR [FI%IE
Lo Da tald 4 K
Data i 4 4 SRR 0
Le 00

A 4.1.3 wSIRCEIEE
P1=00, P2=00 I+ :

TR S, i AR SCHARIR LR A. 35,
HRA. 35 FHGEIEFR 5 SR E R

Y KR CEF) T

I 6 EEHNO

2 55 H 1 YYMMDD 3 ARFR Ly 2T H
2% 5y W} 6] HHMMSS 3 AbHE A0 TR (]
FoAt 22 5 Hudi A[AE (VAR) WE T

e HAh s 5 8 A D B, T AR

X B AT o HLAt A B A B 7 A I
P1=00, P2=01 It}:

R e S € /3
P1=01 I

BEHLIR BIEE, a2 oCB R LK A. 36,
A 36 EFEBIBIES SRR

WOIE AIEED A2 SO AT BAL T RS KA

Kot KR (59

HIE

PR 1

00: IEHEHL; O01:

TEVEHRHL
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RFATHRBEAR (555 91D 10-18 TLV #& 2
BRI RIS (B2 8A) 4 TLV #& 2
71 EAEHE (bR2E 71 GRS TLV #% 2k
72 AKHE (bR%E 72) GRS TLV #% 2k

A 4.1.4 MoNIRCEHREE
P1=00, P2=00 A

TR AS 5y, o 2 S 3k L3R AL 37

ARA. 37 FFYR BT 3 5 M R 3R S B AR I

s KB (79 FVE
Pl £7 0 6 52 B BB 7 4
Lo R 1 01: ZTHEL; 02: HREAL
AURISIESE T TVR (FRZE 95) 7 TLV #& 3%
o H (FR% 9A) 5 TLV # 2
BEHLE (Br% 9F37) 7 TLV #% 2
N ERHE (AIP) (FR%E 82) 4 TLV #& 2
NG FS (ATC) (532 9F36) | 5 TLV #&2
FEWAEBIM (CID) % 9F27) | 4 TLV #& =
NS (AC) (Fr% 9F26) 11 TLV #& =
RAATRHEHE (hR%& 9F10) &k 35 TLY ¥ =%
FFR AR (CVMD) 4558 (B8 | 6 TLV #% 2%
% 9F34)
o T AR (AR5 9F4L) 5-7 TLY 55K
THCEBRE (352 84) 7-18 TLV %3k
RLHRA S (B2 9F09) 5 TLV #%3X
B EH (b 9702) 9 Sz P 47 & A0
P1=00, P2=01 .
I PAN, PAN JF 1) 54545 B,y 4 40 4 3% A. 38,

F<A. 38 M N HR ST HIEIE
K K (7 I
PAN (7% 5A) RK 12 FLH EMK S, TLV K3
PAN 7515 (4545 5F34) 4 R EKSF 5, TLY M
TETE SRR (hR% 5T) oK 21 2 SR, TLY %X
BCHL PIN 2550 (B35 99) 130 ﬁﬂ% PIN I 2 EA 0 Beal PIN 2
P1=01 f:

28 By [P Qb B A0 R [BRIIECHTL S 0, i 7k SO 38 L3R AL 39
FA. 39 EFELHLIN B3R ST H R

s K (79 FVE
PEE S 1 00: X Hftkik; 01: XG4
A S0 AT 285 R (bR %5 DF31) 8 TLV %X
KIS R (TVR) (Fr2% 95) 7 TLV 55X
MRS FS (ATC) (FE% 9F36) | 5 TLV #%
A HHKA (CID) (hR2% 9F27) | 4 TLV #5 =%
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M2 (AC) (FZ% 9F26) 11 TLV ¥

KARAT R EE (BR26 9F10) K 35 TLV #% 3

A.4.1.5 Mo R 3RITIKZSHS
AT S PAT I RSS2 ©90007
A Al BEIR Al RS S L A, 5.
A.4.2 DEBIT FOR PURCHASE#34
A 4.2.1 EXFEE

DEBIT FOR PURCHASE 4l T35 il 1C RAVBRALIE AL 5, AUV R A Rt 1C F5EmMA

56 IR 42 RN SR BURH R AR 5
A 4.2.2 LR
DEBIT FOR PURCHASE it 4 4% S 4fid IL3% A. 40,
#A. 40 DEBIT FOR PURCHASE #343R3C

] A

CLA 7E

INS 41

P1 00/01

P2 2P1=00, P2=008f: JF4A3Z 5, BRIERA. 42705 CHIEERE

HP1=00, P2=01Kf: HERA. 435 LM%,
HP1=01, P2=00MF: HEALIR[HI%HE

Lc Datadf F 3 K &
Data i 4 4R SCRCHR 3

Le 00

A.4.2.3 HEIRCERSE

P1=00, P2=00
FFARBNLE AL T, i ARSI AL 41,

RA 41 a SRR
Hds KE (79 #VE
R 6 TH R
%% H# YYMMDD 3 AEFE AL T H
22 5 i} 1] HHMMSS 3 AEFE L Y TR ]
FAhAZ 7 ¥ [ (VAR)D W I
T HAl R 5 s gk b (R, TREE SR (WPIE. BIACEAD A SRS EE A T Ly AN 7R B i
KOs b o
P1=00, P2=01 I}:
A AR B E A I8
P1=01 f:
CHLE T, R L& A42,
RA. 42 S IRTHIE
Hd K (79 i
SGIREES 1 00: IE®HCHL; 01: JCiEEAL
RARATHEBEAE (b5 9D 10-18 TLY #% 5
BRI RIS (FRZE 8A) 4 TLY #% 5
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71 HAKHE & 71D aJ AR TLV #& =X

72 ARG (R 72) aJ AR TLV #& =X

A 4.2.4 N RICEHEL
P1=00, P2=00 I} :
FARERHLTH BRAS Sy, i 2 Wel AR I8 LR A. 43,
A 43 Mo R 3RSCEAEE

K KE (9D %1

%% 54 1 01: A5 IELE; 02: KRB
LIRIGIESE R TVR (FR% 95) 7 TLV #% 3
o HM BR%E 90 5 TLV #% 30
BEALEL (B4 9F37) 7 TLV #% 30
MR HREE (ATP) (FR%E 82) 4 TLV %3k
N SFS (ATC) (%5 9F36) | 5 TLY ¥
EAERBIAL (CID) (BRZE 9F27) | 4 TLY ¥R
NZ S (AC) (FRZE 9F26) 11 TLY ¥R
RRATRAEIE (br%s 9F10) 5K 35 TLV #% 2
B AAE 73 (CVMD) 255 (5% | 6 TLV #% 3%
9F34)

LA FHITHEEE (BR%8 9F41) 5-7 TLV #& =
TR RR (hR%E 84) 7-18 TLV #% 3%
MIMAS (FR2F 9F09) 5 TLV %3k

P1=00, P2=01 HY:
BEHCPAN, PAN PR3 54005 2, dir & Wi N B Lk AL 44
A 44 Wi Rz ARSCHUE

Hds KE (79 #VE

PAN (A2 5A) K12 M EMS, TLV %

PAN J741|5 (F34% 5F34) 4 R FER S FHS, TLY #

THPESE S (BR%E 5T oK 21 Whsk 2 SRR, TLV k=X

AL PIN 2530 (A% 99) 130 8 PIN hn&s 2 B n & AL PIN %5 3¢
P1=01 f:

283y [ A0 T 0 3R [TERATL BB W IS SCE s L3R AL 45
ARA. 45 M Rz AR SCERIE

Hds KE (79 #VE

PR S 1 00: X Gftkik; 01: XG4
AT 25 2R (FR%% DF31) 8 TLY #% 5K

AERISAELE R (TVR) (BRZE 95) 7 TLY ¥

RZE 555 (ATC) (FF% 9F36) | 5 TLV #% 34

WUASHRA (CID) (hp%k 9F27) | 4 TLV #% 34

ML (AC) (h3%% 9F26) 11 TLV ¥ 5%

RARAT R B (FR45 9F10) K 35 TLV #%

A4.2.5 WMRIRICIRZSHD
shar 2T BRI HPRZESE ©9000”
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A A AR IR A )45 R 15 B LIS A. 5.
A.4.3 GET ELECTRONIC CASH BALANCE#4
A 4.3.1 EXFEE
GET ELECTRONIC CASH BALANCE 4 F Tl id 2 A ih) 1C R FILE R, A58 5 BT
A 4.3.2 LR
GET ELECTRONIC CASH BALANCE iy 4R S04 bd W3 A. 46,
$A. 46 GET ELECTRONIC CASH BALANCE #34&#R3C

T 1B

CLA 7E

INS 42

P1 00: E/nHTIERE
P2 00

Lc ANFTE
Data AN

Le 00

A.4.3.3 SEIRCERE
AR AT

A 4.3.4 WRRHRSCEIRESE
GRAICR T ILEARA, SR SCEHRI LKA, 47,

FA. 47 GET ELECTRONIC CASH BALANCE M B3R S #5318
i FH K (3 e
HFIL& %1 6 BCDAY

A.4.3.5 o NRITIRZSHS
A S PAT D PR ASSE ©90007
4 T AR IR [ (RS RS B L SRA. 5.
A.4.4 GET PRIMARY BALANCE#®4
A4 4.1 EXFIER
GET PRIMARY BALANCE 74 - FBRHLE it i/ BEic N 320 R A0
A4.4.2 HERX
GET PRIMARY BALANCE it 4R SC4mhit L3 A. 48.
FA. 48 GET PRIMARY BALANCE #34#R3C

Rt B

CLA TE

INS 43

P1 00/01

P2 MP1=00, P2=00KF: JF4H3Z 5, BREUERA. 507 58 LRI

HP1=00, P2=01HF: FLHLFRA. 515% LI,
24P1=01, P2=00H: BEHLIR [E1EHE

Le Datalf A& &
Data Dt A ST I B
Le 00

A 4.4.3 FIRCEBIESE
P1=00, P2=00 i:
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THERE S/ PHE TR REE AL S, ORISR A. 49,
A 49 A SIRICHIESE

Hdi KB (79 i

3 5 & 6 S E N 0

22 5 H 3 YYMMDD 3 AR AL 2487 H Y
22 5 5} IA] HHMMSS 3 AREE FFC 24 R IR
FoAt 22 5 Hdhw A[4E (VAR) WA T

Vi HAbRE SRR AT L R, TR (IE. ACEAD 3850 kA E AT RS SRR TR
S BLECHR AT -
P1=00, P2=01 It:
i AR B BRI
P1=01 It}
AR [E] 0, i 4R SCHAR IR L3R A. 50,
FA. 50 S IRCHIEL

Hds KE (79 #IE

LSS S 1 00: IEHBEHL; 01: FCVEEAL
T T & 6 BCD

RAATHRAEAE %8 9D 10-18 TLY 55K

B SIS (FR%E 8A) 4 TLY ¥R

71 AR (bR%E 7D CES TLV #% 30

72 AKHE (bR%E 72) CES TLV #% 30

A 4.4.4 M NIRSCE IR
P1=00, P2=00 I}:
FHUAAEL/ S KRB RS Ty, i 2 N A 38 LR AL 51,
A 51 MR 3RSCHAEL

K K (7D I

T o R 1 0l: xZH¥EL4; 02: iERELHL
AURISAESE R TVR (ARZE 95) 7 TLV #%
5 HM (B3 98) 5 TLV #%
BEHLEL (BR2% 9F37) 7 TLV #%
N ERHE (ATP) (FR%E 82) 4 TLY #% 5K
MG FE (ATC) (Ar% 9F36) | 5 TLV %3k
EAERBIA (CID) (Bp&E 9F27) | 4 TLY ¥
N SC (AC) (Fp%ZE 9F26) 11 TLY ¥
RAATRLAEAE (b2 9F10) K 35 TLV #% 3
FrR ANBRAE TV (CVWD 2553 (hr%s | 6 TLV #% 20
9F34)

G IS (B3 9F41) 5-7 TLY #% 5K
TR AR (BR% 84) 7-18 TLV #%
R RRA S (FR% 9F09) 5 TLY #% 5

P1=00, P2=01 H:
BEHL PAN, PAN 41 5265 5, v 4 m N B 38 038 AL 52,
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ARA. 52 M RHR R

s KR D FVE

PAN (F5%% 5A) oK 12 IV EN S5

PAN J7515 (F3%8 5F34) 4 R K 5 7515

TS REAE (FR%E 5T K 21 g% 2 R

AL PIN 2530 (A% 99) 130 ] PIN 025 2 a5 ML PIN 255
P1=01 F¥:

28 Sy [ A B 0 3R [RGB, W A SRR s LR AL 53

FRA. 53 Wi Rz 4R S E R

Hds KR D FVE

Lo R 1 00: G HtHE; 01: Lo E4e
WA AT 45 R (%% DF31) 8 TLY 55K

LIRSS R (TVR) (FR%E 95) 7 TLY ¥
MAZSFS (ATC) (br% 9F36) | 5 TLY ¥

B RHKA (CID) (hR2% 9F27) | 4 TLV #% 2

NS (AC) (h3% 9F26) 11 TLV #& =

RARAT L 3k (FR4% 9F10) K 35 TLV #% 3%

A 4.4.5 MNIRTKESEE

A A PAT BT PR RS 2 <9000 .

A AT AEIR A (45 R 15 B L %A, 5.
A.4.5 GET DOL VALUE# 4
A 4.5.1 EXFEE

GET DOL TAG VALUE iy 4 FH T4 M N BB 0T A 2R IR X RN 2
A.4.5.2 @WERX

GET DOL VALUE iy & SC4hd L3R A. 54.

%A.54 GET DOL VALUE &43R3C

(ST i

CLA 7E

INS 45

P1 00

P2 00

Le Datalgi 8
Data iy 4 ARSI Sk B
Le 00

A.4.5.3 EIRCHIRE
B R AR AR A S5,
FA.55 GET DOL VALUE @SR BIREBAER

! K1 bR2% 2 K2 | e PR3 n K n

T KRR ERUIAR S KL .
A.4.5. 4 N RLHRICE RS
M [ 41 SC (0 A 42 BER-TLV 4 B (U A X 5 o XA Hi ot R 44 R B A% g -
FA.56 GET DOL VALUE MR 3R S HEIEIA% =
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\

PR%E 1 KEL |1 2 | K2 [ fH2 | e %3 | KE3 | fEH3

A 4.5.5 MR RICIRASHY
A 2 HAT I PRSI 2 <9000

A T BE IR A (AR R B L SRA. 5.
A.4.6 GET REVERSAL INFO#%
A.4.6.1 EXFIER

GET REVERSAL INFO iy 4 F T-3RHL& R 1C RAEBHLAE 5 578 I ARA7 0 145 B B I A AT 45
HE R
A.4.6.2 @SR

GET REVERSAL INFO 44k CZhd W3 A. 57,

FA.57 GET REVERSAL INFO #54&4R3C

(M E 8
CLA 7E
INS 46
Pl 00: LHUEE; 01: FEEE
P2 00: PPIEMEE: 01 HAIEHN
Le TAEAE
Data ANFTE
Le 00
A 4.6.3 @SIRICEEL
i AR SR IR AATAE

A 4.6.4 Mo NIRCE IR
P1=00. P2=00 I} :
SRR i IEAS S, iy 2 1e B8 LR A. 58
FA. 58 ZUWIE(S B S R RIS

Y KR CEF) T
LR 1 00: X GftkiE; 01: G EL;  02: iHREHL
R 6 AL 5y 48
22 5 H 11 YYMMDD 3 22 5 H
2 5 IF[A] HHMMSS 3 JR 22 5t [A]
FoAt 22 5 Hudi A[AE (VAR) AZ oy N ORAE R B
PAN (FR%% 54D ROK 12 FLH EMK S, TLV K3
PAN J7 5415 (3345 5F34) 4 MRS5S, TLV #X
CRETESERCEAE (bR%E 5T) &K 21 Whsk 2 SRR, TLV k&=
A I AT 25 2R (FR%% DF31) 8 TLY #% 5K
AERISAELE R (TVR) (R 95) 7 TLV #& 3
RZE 555 (ATC) (FF% 9F36) | 5 TLV #% 34
BYAEEER (CID) (B 9F27) | 4 TLV #%
MLFH#SC (AC) (FR%E 9F26) 11 TLY ¥ 2%
RARAT LA B (FR45 9F10) K 35 TLV #%5X
P1=00. P2=01 F}:
AT 8 B AN AT
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P1=01. P2=00 H:
BERUAA AT S RGBS S, A& W BRI A, 59,
ARA. 59 IRBIAITES R A6y S0 R g X

Hds KB (79 FVE
L 4 1 00: G HlkiE; 01: ZHIEL;  02: ERBPAL
R 6 JEAZ 5 4
22 5 H 3 YYMMDD 3 J5AE 55 H I
22 5 5} IA] HHMMSS 3 JEAZ Gyt 1]
FoAt 22 5 Hdhw A[4E (VAR) A Gy HRAE I ER
PAN (#7345 5A) K12 RLFH EM, TLV #%30
PAN 5515 (h5%5 5F34) 4 R H EK S 75, TLY A
TETE SRR (R%E 5T) K 21 Whs%k 2 SRR, TLV kX
A ST 25 2R (BR%% DF31) 8 TLV #% 2
AERISIELE R (TVR) (BrZE 95) 7 TLV #& 3%
N BFS (ATC) (Fp% 9F36) | 5 TLY ¥
BAAE R (CID) (a4 9F27) | 4 TLV #& 3%
NFH#ESC (AC) (bR%ZE 9F26) 11 TLV #& 3%
RARAT R AR B2 9F10) K 35 TLV #% 3%
P1=01. P2=01ft:
i 2 Wi S B S IR AN A AE

A 4.6.5 NoONRICIRZSHY
I A 2P mwmw*m%‘%m’o

A Al Bk Bl ) RS B L SRA. 5.
A.4.7 VERITY OFFLINE Panpv—
A4.7.1 EXFEHE

VERITY OFFLINE PIN#m4H T %0 KA K F Skl AL R~ PIN. 3ok dn & 51 K ICR K w2 L
A BIAE Z PINEGHE AL 592 8 FHAH 5 I 2 2 PINSE 3047 EL e E o 30k 77 sUEH ICR I B FH B AT DUE o
A4.7.2 ®HERX

VERITY OFFLINE PIN fir 44 SC4afid L3R A. 60,

FA. 60 VERITY OFFLINE PIN #44R3C

PR 1
CLA TE
INS 4A
P1 00
P2 00
e ARAEHE
Data AL
Le 00
A.4.7.3 @SIRSCEIE
AR SCHAR AT
A.4.7.4 WoNIRICEIEE
M) ]8R SCEAR AT

A 4.7.5 MNaNRSTIRZASHRD
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B AT BRI HPRE ISR 9000

AT%@E%%&E%AW%A&

A5 LRiEaGSNERRASETIR
A 61 Kimdap Mo SRZSRET R
SW1 SW2 T X
90’ 00’ IEH Ab
‘61’ Xy’ IEF AR, XX Fonml BB Sdn 145 B A B K R
‘60’ Xy’ KEHIR (Le ANIEHE, * XX RoRWRKED
‘65’ ‘81’ e A R
69’ ‘82’ GAAREAN L
69’ ‘85’ A8 S At AN 2
69’ ‘86’ A Fr
69’ ‘88’ AR SCHAR X RAIEH
‘67’ 00’ Fl K B R
‘6A’ 80’ B RAEAE
‘6A’ ‘84’ 2SR A EIR S
‘6A’ ‘86’ Pl. P2BHUA IEH
‘6D’ 00 INSAN S FFBi A 1%
‘6E’ ‘00 ¢ CLAR S HFliff i
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Mt & B
(HSEMEMIR)
R FITL (MAC) HE 5%

B.1 ETHEFEEHIMAC

MAC AR I TSO/TEC 9797-1 FvE, fii A K N 128 AL Pxd FR N H vk R CBC AT &
KJE RS 8 7715 MAC 1H .
FB. 1 MAC BEES AR

! WS
¢ B

e 3 AR

K MAC 5% 4]

v YIh i

Ec D i 560 K %5 M AT
D: ©) {56 P48 K % C HEAT IR 5
A

TERISC M S BN 0x80, 4R 5 76 A i3 78 B /b () 0x00, {75478 5 15 2. M = (M][80]|00]|00].....[|00) ]
KDy 8 MBS M 534 16 T My, M,,... . Mpe
T MAC

i 3DES 5%, KA CBC HLxAff %48 K M35 8 7715 KL & 43240 My, M,,... .M. HA
¥I4& 1A & IV = (00 || 00 || 00 || 00 || 00 || 00 || 00 || 00)-

CBC A ik fan F

Co= IV
Ci= Ex(Mi®Ciy), i=1,2,...,n
18 FH 5 5 — BRSO BRI 7T R
Mac =Ex. Dk (C.))

B.2 ETSM4 HIMAC

BEF SM4 (1) MAC B35 46 1SO/TEC 9797-1 MY, (&S B 128 A xR n s 5idk i CBC
BEFME B A AR SCTHEE 16 5275 MAC 18
#B.2 MAC BIES IR

M WS 2
C IS
Mic MEPSSINNRE
K MAC %4
v WILG A
Ec (M) {8 240 K 0 MgEAT 2
D« (C) 240 K X C BT R
HAEH:

FEWISC M S BN 0x80, 4R J& 76 A7 i dH 76 fie /0 (1) 000, {HF754E 78 5 15 B M = (M][80]|00]|00].....[|00) ]
K2R 16 BEUE . K M 4028 16 5 AR My, My,... .M.
THE MAC
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i FHl SM4 53k SR CBC A3 a8 F 280 K % 041 My, M,,... . M. L H 9] 4615 IV = (00 ] 00 || 00
|| 00 || 00 || 00 || 0O || 00|| 00 || 0O || 0O || 0O [| 00 || 00 || 0O || 00)-
CBC #ixUn# it #2un F
Co= IV
Ci= Ex(Mi®Ciy), i=1,2,...,n
i F B e — BB T A SR A 8 VR i A B0 MAC:
Mac =LEFT8 (Cn)

B.3 ETHASHELLHIHMAC

HMAC B3R FIPS AT, o 4 B AR A il HMAC
2%B.3  HMAC B ESHURAR

ipad HIFE T, WA 8 ML 0x36 HAL 64 1K
opad ST, WA 8 L7 0xbe H A 64 1K
text P N 5 B SMAC 0%, AT 71T
£ MAC %4
k FF 8 MAC 10515 K
ngng A R B 4 K 6 MO AT N
D« (C) UL FIPS 180-3

fERANT 2 Tt E 5B dE text 1 MAC {4 :
MAC (text), = HMAC(K, text); = Hash ((Ko @ opad) || Hash ((Ko @ ipad) || text) )
BARFR T
1) #K =64, 2K = K. BREERLIE 4,
2) #K> 64, K0 = Hash (K). BeiEEIH0% 4,
3) &K <64, WIHEK REAFT 0x00 /4 64 7715 KOs
4) KO0 5 ipad FE™4 64 FHFRFE: KO® ipad;
5 4 text IBMBEDLER 4 FBIM 775 KO® ipad KE: (KO®ipad) | |text;
6) XI5 RIS ATSE]: Hash ((KO®ipad) || text);
7) KO0 opad #E: KO® opad;
8) WPIR 6 A RIE MBI T KRR
(KO @ opad ) || Hash ((KO @& ipad) || text )
9)  XPIR 8 HuLh RS A 1S
Hash ((KO®opad) || Hash ((KO @ ipad) || text))
10) BBR 9 13 2IH S A (EAE 9 MAC {A .

B.4 XFSM3 BJHMAC

HMAC FLyEAE 45 FIPS BEVE, {5 H] SM3 4 B 5 AR 1 HMAC.
#B.4  HMAC B A& HiER

ipad HAFHE, NEN: 8T 0x36 HE 32 X
opad HAFTE, NEN: 8T 0x5c EH 32 K
text PN 75 5 MAC (R, AN EFRIEE S &
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K MAC 25 4H
t PR MAC Hy 75 K B
Hash 24
B K 6 M AT I
L 15 FH 240 K o M 3kAT
D« (C) GM/T 0004 SM3 Z5HH Jk 2 By

fER I AT B N EE text 19 MAC {H:

MAC(text), = HMAC(K, text), = Hash ((Ko ©® opad) || Hash ((Ko @ ipad) || text) )

HARHA QR -

1)
2)
3)
4)
5)
6)
7)
8)

9)

K =32, K0 = K. BkEEF)08 4,

# K > 32, K0 = Hash (K). Bei3L% 4,

A K <32, WIAE K REAMFTT 0x00 /4 32 577 KO;

KO 5 ipad o=/ 32 A F4FH . KO® ipad;

¥ text IBINFLIR 4 BRIEFFH KO® ipad KJE: (KO®ipad) || text;
Xt 5 58 R TS Hash ((KO®ipad) || text);
KO 5 opad 5 8%: KO® opad;

YD UR 6 PR IS BB B IR 7 g KRR

(KO @ opad ) || Hash ((KO @ ipad) || text )

XU 8 4 RAE A 153

Hash ((KO®opad) || Hash ((KO @ ipad) || text))

10) BBR 9 13 21 H0E A (B 1 MAC {H
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Mt % C
(FRMERR)
REBBEEIIERG

T 2 K IXGET CLIENT HELLOAT4-, #uiiR [A] 1571 B SRE bR IR A 322 1 BE AL AL

TN F T F SRR IR 3R A5 280 S R AR A XS BRI 5136, AR UK A R 3% B AL B 0,
SEFR A O SRR EVESIER, KA A A 2R R T AL B 0 B UE 15 AT FH 28 48 SRR AN R ELE

BEALECAE I 5 6 AE AT AR A RS B .

AR ER 0 IR IRTEUE 5 BIEAR IR RN 3272715 R B AT £ 21 28 0

I ISF 24 i N % 2 K 2T UG E Y &k M, EPHASH SERVER CERTIFICATE fiy 4 IVERIFY SERVER
CERTIFICATE#T4;

HASH SERVER CERTIFICATE# 4> FH KX S8l 1 FAR AT A IE 5, H HH A s H G R
i P 30

VERIFY SERVER CERTIFICATEfiy 4> s FH £ o A (R CARRAIE Fo 5 IR TE UE 28 A #AT iR %, HEH S
HASH SERVER CERTIFICATE[RG Ay 45 54T X b, AT 25 S IR 5 (1) Bk s

SE R R TEE T I AR ARSI 5, 280k i AR A8 T M BEALE/E e = 32 %80, I B FH IR e 1
Xof e AT A BN, EXPORT MASTERKEY iy 4> B 56 2= T8 IE 5 %6 3 2 32 25 B i in & 3 FLIR [e]
128 1% s

JEIIREAD CERTIFICATE#r4 MIGET CERT RESPONSEfr4-i5 4 3miE 4, R 2% [E F5E K /NELCCID
B A A B KA T BUR ER, B LAC ikt — 2 dr &Rk 4 iE 5, GET CERT RESPONSEfiy 4 1]
AL, BRI ai & ImiE S, a2 VERMRRE LI SEA. 3;

AR ER A UE 28], 7 B AR G £ i AL B RS 4 R e . AU ik CLIENT STGN#iy & %A% A 4k
oo i WL ESORN 28 3ty A B BEATLER R B AT WA A5 RIS B, IR [B] 12845 (125 44 24

K128 7 L R I . Al A1 128 7T A A (H R IE B AL ot

Ab B HpCME P ARE TAS 36 2 ui e 0 At WURZIE Ak, WA & AHIIEZS 4 E, M
T 78 20 R Gl s S8 Ot 260 (AR S , DUASE A SR T E 15 B AL B 3 22 32 5 AH 1) % SO AT iR 45 31
8T E B, AT ERIE AN HE A IR SE R R, N T B IR B i, il 8
I EHIMACH 77 2ok e i, A A8 AT I = AN AT 16471, B NASCIT “SERVER” | £y
BEALAL. AP OBENLE. REIE R A KUEBMAE . Kin KBRS 4 E . AdtEE
EHNE G

AR HR R T e R ., RIAREER AR Ot SR AR HMACE & 326 31 28 3

A RIHMACSS , A FIHMAC (P2=0x01) iy &2 g0k Ab 2 4R = 58 o™ A HMACE . 2R )5, i
FHHMAC (P2=0x00) iy 41 [A] 2% 348 T- 58 B 28 HMACAE, iy & A SEHMACAE 3 A2 5 Ab 3 rp ot P2 A
HMACHE 1 7 —FE, HFEE4ASCIT “SERVER” My “CLIENT”

Lol iEFE OH S, B2t H R IHMACTE A 32 B AL BE Hh O

UIEITHMAC (P2=0x02) iy &7 A &%, aim % H R EL N, AT H, JEHEH
BT A

AbER OISR iR T R MO RS, PRSI .

B, AL B H0 AR A A8 I L = R B RI20 2 B E ), 20 T il
MR 6N E N %4, S 16A 3 E T EMACH %4 .
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Mf % D
(S EMR)
2R TR IR LB K

2 LEL % P2 AN R AL B PO RGEHEAT S 2 (I RE T o 2 S MR AR AL B rv o PR DR TEUIE 5 £ M — 531
Z OND , FEpl B By, XA R AR B G

D.1 HiRiEFAIEMRIZ

ML A P PO BEAT IR LAZ S IF 5 i o250 W7 P JE RO R B PP B 3, F SRAT AR LA B AL
A ThfE. 2 SR Q55 AR AL FAH R S8 BP INNEE IE 15 00 B PINE I .

1)
2)
3)

4)

5)

T 5

RIEIEHB
LB RGEARE S L R GBI
FFRE FRE
v
LG EER

KD, 1 i e A B AL
FFRNITIRIBNLAS 5 5
LB rp B 2 i T 2 A T
2y KR N 22 4 TE AR H A U TEAIE 5 DN S b (e P 44 A, AT 2 T R AR AL B e
S o A PEUET AL BE R0 R GE A FISRIETETS, WHE KB 0 A A28 38 ] (IE55) ke s
A IRTEE T A B b0 2258 B OIRIEETS, WHEAALH oL B (& um ] Qlk35) ik
WAL TR 3D FIWr AT A H L B (ME55) FRE CELAEAE AT B4R BE A0 i PIN B IE
FSHEAT PIN I P IEHU] . BoRfE RIRRaE)
Lo IAERAT R, L HER.

D.2 i AKEX3H|

SCARUURE B F o ) 28 3 1) 24 i e  AIE PR AR 5 A B o 2R i A ], (B2 0 S A AGIRIE H R
AFANA o A NARAE P HCE X P ILERD. 2.
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#=D.1 MNAMIEBEHE

e )] BT L 2 0 AL B v [ 4 i
TEFH Y
A iE 1 1
CA TRIEH 1 1
PIN fn# k5 1 2
RIEIE p N4 T N

VE: BREUEPE el @ AR T, f A B O R IR S A R IE .

42




